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ECONOMIC SECURITY MANAGEMENT OF
FINANCIAL INSTITUTIONS AND ITS EFFECTIVENESS
EVALUATION

The necessity to evaluate effectiveness of the financial institutions
economic security system management is grounded. It is established that
the evaluation of the state or level of economic security and the
effectiveness of the economic security management, are not identical
concepts and processes. Traditional practice of evaluating the effectiveness
of different management systems and processes are studied, and it was
found out that there are no fundamental scientific approaches to measure
effectiveness of economic security systems management for different
business entities, including financial intermediaries. The list of indicators for
evaluating effectiveness of the economic security system management for
financial institutions is offered and the procedure by which this process
should be performed is specified. The scale for determination the level of
financial institutions economic security system management efficiency in
quality form is offered.
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Introduction. The current state of Ukraine's financial market is characterized by a large number of
negative trends that slow down its development and impede the functioning of its members. The decline in
demand for financial services, volatility of the exchange rates and the devaluation of the national currency
led to the depreciation of financial assets of financial institutions and caused the bankruptcy and liquidation
of many of them.

The rapid growth in the number and intensity of threats affecting the activities of financial
institutions in Ukraine force their owners and senior staff to recognize the importance of organizing
complex systems of economic security. The limited financial resources, which characterize the current state
of professional participants of the domestic financial market does not allow them to avoid unnecessary
costs in the process to ensure their own economic security. Therefore, it is important to establish an
effective management of economic security system, because in its absence even professionally organized
protection of companies’ corporate resources will be ineffective and will not bring benefit to the financial
institution.

Analysis of sources. Many researchers recently paid attention to the problem of the economic
security system state evaluation. For example, Kotov A.M. identifies particular qualities of the joint stock
companies economic security assessment’, Bilyk I.J. offers methodological support for the assessment of
economic security of the enterprise ?, Levkovets N.P. explores the system of indicators to measure
functional components of the enterprise economic security®. Taking into account the peculiarities of
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financial institutions Franchuk V.I. systematizes scientific and methodological approaches to assessing the
level of the commercial bank economic security’, Dudchenko N.V. offers the areas of improvement the
tools for economic security system of banking institutions assessment?, and Furman V.M. specifies the
methodology approaches to formation the economic security evaluation tool for modern banks as the
dominant type of financial institutions in Ukraine®,

Theoretical approaches to the management of the system of financial institutions economic security
can be found in the works of such researchers as Bril M.S.%, Krill Y.M.>, Martynyuk O. AS
Moiseenko I. P.” Cherkasskiy I. B.}, Yaremenko S.M.° However, it is a question of evaluating the
effectiveness of the management of economic security in practice of the financial institutions that did not
find coverage in the modern scientific literature.

The goal of the article is to identify methodical approaches to evaluation the effectiveness of the
financial institutions economic security system management, and in case their absence — to offer the basics
of the author's method of diagnostic the level of effectiveness of the financial institutions economic security
system management in Ukraine.

Statement of the basic material. For this research, it is important to emphasize the fact that the
assessment of the company’s economic security system state and the evaluating of the effectiveness of the
management system that it provides — are essentially different concepts and processes. Indeed, the
assessment of the state of the financial institution economic security system provides the calculation of
values of a certain set of indicators characterizing the performance and protection of corporate resources of
various subsystems of the economic security system: human resources, financial, material, technical,
technological, information subsystem. Moreover, our previous researches have shown that this list is not
unaltered; every scientist that chosen the problems of economic security of enterprises, institutions or
organization diagnostics as the object of scientific researches, offers its own set of indicators for analysis. In
general, the assessment of economic security state is performed using calculation of the financial condition
of the entity and by comparing the received data with standard values or the results of the competitors. Also
productivity, turnover, number of violations committed by staff and other indicators of absolute and relative
level of personnel security are taking into account. Information security status can be characterize by the
incidence of data loss, its damage, theft, etc. Of course, the mentioned figures are only a small part of the
tools used in the diagnosis of economic security state of domestic entities. Depending on the specifics of
their activities, can be used specific parameters of economic security. Thus, for banks an important
characteristic of a high level of economic security is their compliance with state banking regulation
standards established by the National Bank of Ukraine. For insurance companies as a signal of the need to
improve the economic security state may serve poor results in the early warning tests of bankruptcy.
Traditional and specific indicators and methods of evaluation economic security state designed to determine
the level of protection achieved by companies, institutions or organizations from existing or potential
negative impact of various kinds of internal and external threats to the integrity of their corporate resources,
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and their ability to continue to operate continuously. However, to determine whether effective or not was
the way of economic security agents moved to reach its proper state, these figures can not help. They
describe the final result, which is possibly to achieve through unnecessary expenses rather than through
effective management of allocated to economic security resources. Thus, evaluating the effectiveness of
economic security management of different entities, including financial institutions, requires specific
methodical approaches and diagnostic tools.

The process of the financial institutions economic security system management can be described as a
set of actions for planning, organization, coordination and control of the system of economic security in
order to achieve the highest level of protection of corporate resources from external and internal threats.
The conceptual scheme of the economic security management mechanism of Maslak A. I, Hryshko N. E
distinguishes management effectiveness evaluation stage', but they do not give list of indicators for
assessment. Thus, the creation of a list of indicators to measure the effectiveness of economic security
system management remains relevant theoretical and methodical challenge.

To develop scientific tools for management effectiveness evaluation system of the financial
institution economic security will be possible only after specifying what exactly is meant by efficiency
management of economic security. Panamareva O. N., Bazhina D.V. note that efficiency is generalizing
criterion of quality based on criteria such as accuracy, reliability, speed and stability, which in their turn are
divided into integrated, detailed indicators®. In the context of managing the system of economic security
that means precision of execution the tasks to ensure the security of corporate resources of the company, the
reliability of management personnel involved in this process, the speed of organization combating of the
threats negative impact on the activities of institutions and compensation the loss that they had cause, and
stability of all subsystems in integrated system of economic security of the financial institution functioning.

In general, the management effectiveness - is the entity management with minimal cost and
maximum results. This approach is fair for the system of economic security management, the result of
which should be the highest level of financial institutions corporate resources security, both their own and
received from customers for the conservation and enhancement, with minimal costs incurred for that. In
management allocate economic and social efficiency. The result of economic efficiency is economic
impact, which is reflected in increasing profits, reducing costs, improving quality, and so on. Since the
objective of management is the focused impact on the managed object for achieving the goals of
management, the effectiveness of this process can be evaluated by degree of these goals achievement: by
the final results of activity (the level of profits), by planning quality (improvement in budgeting), by the
efficiency of investments (return on equity), by the increasing speed of turnover, etc.

The result of social effectiveness is the social impact. That is the increase of employee satisfaction
from the work, the working conditions improve, the welfare of employees of the entity improve. For
financial institutions social effect can be expressed in improving the welfare of people who have used their
services. In addition, notable may be the social impact at the state level, because when the financial
institution is able to guarantee a high level of own economic security it does not drive its customers to
apply to the Fund Deposit Guarantee (for banks) or to complain to various public authorities, that resulting
in budget spending, increases panic in society, leads to the decline of public confidence not only in
financial intermediaries, but also in the government as a whole.

Generally accepted evaluation criteria of effective management is the multiplicity of indicators of the
efficiency of operating systems or subsystems. In the construction of a financial institution integrated
system of economic security, such subsystems often are: financial subsystem, intellectual and human
resources subsystem, technical and technological subsystem, material (physical) subsystem, legal
subsystem, information and analytical subsystem. The most common practice in the management
considered the following indicators evaluating its efficiency: economic - revenue, profitability,; integrated -
labor productivity, management system performance. However, they are not enough to assess in the whole
the effectiveness of the management of the entire complex system of economic security of the financial
institution.

Calculation of the efficiency is often reduced to calculating the coefficients that reflect the actual
implementation of the plan for the period and costs. There are elected any natural or relative indicators
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characterizing the state of a subsystem of economic security and their targets compared with the actual
values. However, this method can be used only for entities that develop a specific plan to ensure their own
economic security, but the introduction of the practice of professional domestic financial market
participants doing business demonstrate that such a document in their information support is absent. To
develop it is a difficult task because it needs to predict the results of likely impact on the state of economic
security of financial institutions of many risks and threats. Their number and the negative consequences are
the unpredictable values, especially in the economic and political instability, which is typical for the
Ukraine today. The development of such plans would require additional expenditure of financial and human
resources, which are already limited for domestic financial intermediaries. Therefore, this approach is
unlikely to be popular with financial institutions in the near future.

Traditionally there are four functions of management - planning, organization, coordination and
monitoring. The evaluation of the management effectiveness should be carried out separately for each
functional direction. Thus, the effectiveness of planning needs to answer the question if the financial
institution plans to protect its own and attracted resources from customers are achievable. Evaluation of the
effectiveness of the system of economic security of the financial institution organization let to make a
conclusion if the chosen structure of economic security is rational. In general, the assessment of economic
security, which methods are offer by modern scholars, is the evaluation of its system organization. So we
can offer to use this element of the management efficiency of financial institution economic security system
diagnostic, on condition of concretization the list of assessment indices according to the specifics of the
object of research. Effectiveness of coordination can be assessed by comparing the results of ensuring the
state of financial, personnel, information and other subsystems of financial institution economic security.
The effectiveness of control in general is assessed by comparing the costs of staff, who had to control the
system of economic security functions and those expenses incurred by reason of the fact that a number of
risks and threats for the financial institution could not be avoided.

The following list of indicators for evaluation the effectiveness of the financial institutions economic
security system management is offered. They are:

- the ratio of remuneration of personnel involved in the system of economic security of the expected
size of losses that are avoided by minimizing the impact of threats on the business result of the institution;

- comparison of the ROI to its baseline value (for it accepted indicator of profitability of the last year,
when the company operated without economic security system);

- the time between the decision of the necessity of certain actions in the system of economic security
and their actual implementation;

- gquantity of the updates in documenting providing the functioning of the security system (the
concept of economic security, economic security strategy, etc.);

- turnover, (people, working in economic security sphere);

- the ratio of people involved in the system of economic security of the total number of employees of
the institution;

- the absolute amount of the costs of running the system of economic security (estimated in dynamics
or compared to other financial institutions);

- for large financial institutions - the number of applications from branches and representations to the
department of economic security (in dynamics);

- coefficient of use the specialists in economic security sphere.

Of course, the offered list is not exhaustive and it is only a recommendation. In general, it can be
used for any entity, however, this list is invited as a basis for assessing management effectiveness of the
system of economic security of financial institutions, and it needs adding specific indicators according to
the particularities of the operation of different types of financial intermediary.

To grant for received in the process of evaluating the effectiveness of the economic security system
management results the clarity, intelligibility, information value and convenience for their better use in the
process of management, it is necessary to develop the scale of assessment. It will transform the results of
calculations in the qualitative characteristics of management efficiency.

In the guidelines for the calculation of economic security of Ukraine, approved by the Ministry of
Economic Development and Trade of Ukraine in October 29, 2013, it is offered to allocate six levels of
economic security: minimal or absolutely dangerous level of economic security, the critical level of
economic security, dangerous level of economic security, poor level of economic security satisfactory level
of economic security, optimal level of economic security. Of course, you can use the offered scale for
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qualitative evaluation to determine the effectiveness of the management of economic security system.
However, it has several disadvantages. Overall, six levels of evaluation - too much to use in practice, it will
lead to confusion and the need for further explanation about the real management efficiency characteristic
of each level. In addition, it is not quite clear what means the concept of the absolute dangerous level of
economic security - essentially, it means an absolute lack of economic security, and therefore the lack of the
object of evaluation. The wording "insecure level of economic security” also is not good, especially for
foreigners, including investors who may be interested in efficient management of economic security in
facility, which will be invested by their financial assets. Therefore, it is offered to evaluate the effectiveness
of the management of economic security system of the financial institution using a four level scale with
distribution of effective management of the critical, unsatisfactory, satisfactory and optimal level.

The evaluation of economic security system of financial institutions management effectiveness
should be performed in the following order:

- the first phase is to determine the list of persons who will conduct the assessment. This should be a
person not included in the list of people responsible for economic security. Otherwise the assessment can be
subjective and uninformative. Also at this stage, analysts need to be provided by methodical and
information materials, as they will have to guide them by the process of evaluation, and determine in what
form shall submit a report with the results;

- in the second phase people, responsible for the evaluation had to make the calculation of indicators
of economic security system of financial institutions management effectiveness. For this, they should be
provided with access to various functional units of the institutions, and also be given the power to obtain all
the data and information necessary for the assessment procedures;

- in the third phase using expert method passes analytical processing and systematic of the
guantitative and qualitative indicators, and according to the scale of economic security system management
efficiency is determined its level, which was achieved through the implementation of activities to ensure
economic security;

- in the fourth phase the report about the level of effectiveness of the economic security system
management are forming. It serves to uncover for owners and top-management of the company, as well as
for responsible for its economic security people the state of economic security system management
efficiency. The report must be accompanied by the offers for improving the value of analyzed indicators
and their predictive values calculation provided taking the offered measures. In the future, it is offered to
provide this report for review to the public authority that makes supervision and control over the financial
market (this may be the National Bank of Ukraine, the National Commission of Securities and Stock
Exchange or the National Commission for State Regulation of Financial Services Markets).

It should be noted that the existence of such a report and its dissemination in the media will not only
be the evidence of transparency and openness of the financial institution, which for a long time trying to
reach government authorities in Ukraine, but also it will be an effective tool in the competitive fight. In
addition, the introduction of the process of domestic financial institutions practice of evaluating the
effectiveness of the economic security system management will allow them to minimize management costs,
optimize the use of labor, time and information resources, identify weaknesses in their own defense
mechanism against external and internal threats and identify the reserves to stabilize the financial condition
and the economic security state of financial institutions.

Conclusions and recommendations for further research. The research of methodical approaches
to evaluation the effectiveness of the financial institutions economic security system management allowed
to make the following important conclusions.

First, the analysis of traditional practices of evaluating the effectiveness of different management
systems and processes revealed that now there is no fundamental scientific approaches to the measurement
of effectiveness of the financial institutions economic security system management for different business
entities, including financial intermediaries. Evaluation of the effectiveness of economic security system
management must be structured, and include diagnostic efficiency of planning, organization, coordination
and control systems of economic security as four main management functions.

Second, the list of indicators for evaluating the effectiveness of the economic security system of
financial institutions management is offered. The offered list is not exhaustive and it is only a
recommendation. In general, it can be used for any entity, however, this list is invited as a basis for
assessing management effectiveness of the system of economic security of financial institutions, and it
needs adding specific indicators according to the particularities of the operation of different types of
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financial intermediary. It is also offered to evaluate the effectiveness of the management of economic
security system using a four level scale with distribution of effective management of the critical,
unsatisfactory, satisfactory and optimal level.

Thirdly, the evaluation of effectiveness of the financial institutions economic security system
management should be performed in the such order as: determination the list of persons who will conduct
the assessment; making the calculation of indicators of economic security system of financial institutions
management effectiveness; analytical processing and systematic of the quantitative and qualitative
indicators, and according to the scale of economic security system management efficiency its level
determination; forming the report about the level of effectiveness of the economic security system
management.

To achieve significant results in improving the effectiveness of the financial institutions economic
security system management there is a need in new principles, methods, tools. Currently prerequisites for
their development and use are the legal basis and the level of science and technology evolution in the
country. So the prospects for further research are in determining the list of areas of legal regulation of
professional participants of the financial market economic security and developing offers for its
documentary support, including the preparation of the strategy for financial or economic security of
Ukraine.
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