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METHODICAL APPROACHES TO ESTIMATING  
THE LEVEL OF ECONOMIC SECURITY  
OF INDUSTRIAL ENTERPRISES 

An author's definition of the level of economic security of an industrial enterprise is proposed, 
under which should be understood such a state of protection of its corporate resources and 
organization of the processes of their use, which allows without significant risk of their loss to 
satisfy the economic interests of various stakeholders of the enterprise by the results of its 
financial and economic activities. The peculiarities of existing approaches to assessing the level of 
economic security of industrial enterprises, their fundamental differences from the methods 
offered for diagnosing the state of economic security of economic entities of other types of 
economic activity are examined. The list of components of the economic security system of 
industrial enterprises has been investigated. 
Keywords: economic security, state of economic security, level of economic security, indicators. 

Introduction. Assessing the level of economic security of industrial enterprise is an important step 
in the process of managing its security system. For making managerial decisions, it is important to have 
an informational basis on which to build a strategy for further development of an industrial enterprise, use of 
its corporate resources, etc. Therefore, without defining the basic guideline ‒ the achieved level of economic 
security of the entity ‒ it is impossible to build rational vectors of its further activity in the direction of 
counteracting the negative impact of various risks, challenges, threats to its financial and economic results. 

Assessing the level of economic security is a procedure that is practiced, first of all, by not all industrial 
enterprises. A significant number of Ukrainian business entities and their owners and top managers in the 
pursuit of competitive advantage and profit neglect the need to spend resources ‒ finance, personnel, time ‒ 
to develop and implement mechanisms of protection the assets of companies from situations that may not 
even occur. At the same time, those enterprises that have introduced the practice of assessing their own 
economic security face numerous difficulties in the process of such diagnostics, from the stage of searching 
and collecting data to the moment of interpretation of the obtained results. In general, the most problematic 
aspect is a set of indicators capable of characterizing the level of economic security, as well as setting intervals 
of recommended or normative values for them, selecting a scale to transform the quantitative calculation 
result into a qualitative assessment. In addition, it is believed that the type of economic activity of an entity 
should also be taken into account in the process of assessing the level of its economic security, that is, for 
different types of business structures, such as industrial, agrarian, trade, financial intermediaries, etc., it is 
advisable to use different techniques for calculating the level of their economic security, focused on the 
specific economic activity of a particular object of assessment. Against this background, research of 
approaches to assessing the level of economic security of a particular type of enterprise may be the first step 
to developing a universal methodology for determining the economic security of economic entities in a 
particular industry as a whole. 

Target setting. The purpose of the study is to summarize the fundamental principles of the procedure 
and mechanisms for assessing the level of economic security of industrial enterprises. Successful achievement 
of this goal requires a performance of number of important research tasks, including: to clarify the substantive 
essence of the process of assessing the level of economic security, to establish the features of existing 
methodological approaches to the diagnosis of the economic security of industrial enterprises and to offer the 
own vision of the basics of the formation of an optimal mechanism for assessing the level of economic 
security of business entities. 

Analysis of recent research and publications. Most domestic and foreign researchers consider the 
problem of assessing the level of economic security in the context of studying the mechanisms of financial 
and economic security management of an entity. N. Avanesova, Y. Chuprin trying to form a coherent concept 
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of ensuring the economic security of the enterprise1, that cannot be completed without a methodology for 
evaluating the level of outcome achieved in the economic security process. Dyakonova I., Nikitina A., 
Gurvits N. offer suggestions for improving the economic security management of enterprises in the context 
of globalization, however, it is difficult to assume that it is possible to develop effective recommendations 
without identifying existing shortcomings, which can only be identified by assessing the achieved level of 
economic security at a particular point in time2. The same opinion is shared by the team of authors in the 
source3. As for professional publications, which focuses directly on the problems of establishing and 
calculating indicators of the level of economic security of various types of economic structures, this issue has 
been comprehensively explored in the works of N.V. Zachosova, who pays special attention to the specifics 
of assessing the level of economic security of financial institutions4,5, and in source 6 together with the co-
author, she emphasizes the difference in approaches to assessing the level of economic security of financial 
intermediaries and industrial enterprises. Specificity of assessing the level of economic security of economic 
entities of specific types of economic activity is also mentioned in the papers of O.M. Herasymenko 7,8 and 
V.О. Zanora9. Thus, it is possible to talk about a comprehensive consideration of the issues of assessing the 
level of economic security of economic entities in the professional literature. At the same time, there is no 
consensus among scientists on the methods of diagnostics of the state of individual components of the 
economic security system of companies ‒ personnel security, financial security, information and analytical 
security, etc. 

Research results and discussion. Let’s conduct a constructive analysis of existing approaches to 
assessing the level of economic security of enterprises (including industrial ones) and point out their 
peculiarities in order to develop effective proposals for their optimization, increase of the level of analytical 
procedures efficiency and reliability of the results obtained during their implementation. 

Under the level of economic security of an industrial enterprise should be understand such a state of 
protection of its corporate resources and the organization of processes of their use, which allows without 
significant risk of their loss to satisfy the economic interests of various stakeholders of the enterprise by the 
results of its financial and economic activities. 

O.S. Kartechcheva notes that "all available approaches to the development of economic security 
assessment technology can be divided into three groups: 1) supporters use a combination of well-known, 
proven practices; 2) form the author's methodology of economic security assessment with calculations of its 
functional components; 3) propose to define a comprehensive criterion based on the levels of key 
performance indicators and their ranks". The author also notes that "recently, theories of economic security 
are known such approaches as resource-functional approach (assessment of the level of economic security of 
the enterprise is carried out on the basis of assessment of the use of corporate resources by special criteria), 
financial (the criterion of economic security is profit in absolute (amount of profit ) and relative (profit quality, 
profitability) expression), indicator (economic security assessment is established by comparing actual 
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performance indicators with normal indicators)1. The last one of mentioned approaches is criticized in the 
study by such scientists as O.S. Ivanilov and O.I. Dmitrieva, who insist that "the level of accuracy of 
indicators is a problem, which is that at this time there is no methodological basis for determining the 
indicators that take into account the peculiarities of the activity of the enterprise, due, in particular, to its 
industry affiliation, ownership, capital structure, existing organizational and technical level. In the case of 
unqualified determination of indicators, the level of economic security of the enterprise can be incorrectly 
determined, which may cause management decisions that do not correspond to the real state of affairs"2. It 
should be noted that economic security assessments are usually proposed to be conducted on separate 
functional sub-systems. For this O.S. Ivanilov and O.I. Dmitrieva proposed to determine the indicators of 
financial, intellectual, personnel, technical, technological, legal and innovation security. It should be noted 
that the technical, technological components and innovation components are most often used to assess the 
level of economic security of industrial enterprises, since for economic entities of other types of economic 
activity, such as financial institutions, such indicators are not indicative. At the same time, N.H. Metelenko 
believes that for the assessment of the level of financial security for industrial enterprises it is advisable to 
take into account indicators of such types of entrepreneurial activity as "production activity (technical, 
technological and design-technological security); business activities (market and logistics); financial activity 
(resource security by the following types of resources: financial resources, material resources in the form of 
property values, intangible resources in the form of intangible assets, labor resources, information resources); 
prospective activities (innovation and investment security); management activities (security of sustainable 
economic growth and development of the enterprise)". As for methodical approaches to assessing the level 
of security, in particular, its financial component, the author considers it possible to use a criterion approach; 
an approach to assessing the state of the financial component of an enterprise bankruptcy prediction approach; 
targeting approach; functional approach; systematic approach; an approach based on the use of economic-
mathematical methods and models; an approach based on the use of the peer review method. In her opinion, 
the best option is to use an integrated methodological approach to assessing the level of financial security, 
which is a complex sharing of criterion, process-oriented and functional approaches3. 

L.O. Voloshchuk approaches to assessing the level of economic security of industrial enterprises 
divides into two large groups: «1) one-stage ‒ provide an assessment of the economic security of the 
enterprise and determine its level by a certain integral indicator or a limited set of indicators; 2) two-stage ‒ 
provide an assessment of the economic security of the enterprise initially by certain components, followed 
by the integration of the obtained estimates in the integral indicator of the economic security level of the 
enterprise. The researcher found that "different approaches can be attributed to the tasks of different steps 
(iterations) of the procedure for assessing the economic security of the enterprise. Thus, the indicator 
approach belongs to the stage of assessing the level of economic security of the enterprise, resource-functional 
‒ to the stage of decomposing the economic security of the enterprise into separate components, program-
target (strategic) ‒ to the stage of selecting indicators of the economic security of the enterprise and their 
norms, economic and mathematical ‒ to the stage of integrated assessment of economic security of the 
enterprise, etc. At the same time, alternative approaches are possible at every step of the assessment"4. 

To evaluate the level of economic security of industrial enterprise H.A. Smokvina proposes to use 
indicators of financial, personnel (intellectual, social), production-technological (technological, industrial), 
legislative-legal (legal, political-legal), information, environmental, power and innovation security. At the 
same time, the author notes that "existing methods of assessing the economic security level of industrial 
enterprises require certainty with: a set of components of the economic security of an enterprise; the 
composition of the evaluation criteria for the components; determining the overall integral score"5. To assess 
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the economic security level S.M. Shynkar offers the use of the following indicators: "financial security: 
autonomy ratio; coverage ratio; net profitability of product sales; personnel safety: the coefficient of stability 
of the workforce; moral and psychological climate; the relevance of the educational and intellectual level of 
employees to the nature of work performed and the remuneration system; technical and technological safety: 
coefficient of suitability; financial return; efficiency of production capacity utilization; information security: 
the level of workflow security; efficiency of accounting and analytical support; power security: the level of 
protection of property; the level of personnel protection; resource security: material impact; completeness of 
use of material resources"1. Т.V. Sack adds to the list of components of diagnostics of economic security of 
the enterprise the diagnostics of interface security and diagnostics of market security2. 

P.T. Kolisnichenko refers to the possibility of using economic and mathematical methods in a 
comprehensive study of the economic security of the enterprise, and believes that to assess the level of 
economic security of enterprises (including industrial), such methods as the expert estimation method, the 
method of regression and variance analysis, regression method and exponential smoothing method, fuzzy 
systems research methods, cluster and discriminant analysis are useful3. 

N.M. Pylypenko believes that "in forming a methodological approach to assessing the level of 
economic security, it should be assumed that: the criteria of economic security are the signs on the basis of 
which the ability of the enterprise to sustainable development under conditions of destabilizing factors is 
determined; economic security assessment should not be carried out by functional components but by the 
enterprise's ability to sustainably develop; an important principle of evaluating and ensuring economic 
security is the principle of cause and effect, to determine the level of economic security of the enterprise is 
possible only taking into account all aspects of the current and future state of the enterprise; the assessment 
should take into account not only quantitative indicators but also qualitative ones; it is mandatory to take into 
account the specific activity of the company; the method of determining the level of economic security should 
have some flexibility; it should be mandatory to provide a matrix and graphical representation of the results 
of the assessment, both in terms of individual areas of assessment and indicators"4. 

As noted by P.A. Polyakov, at the applied level, "the assessment of the economic security of the 
enterprise is established by the results of comparing the actual indicators of the enterprise activity with the 
normal indicators. Given the complexity of obtaining reliable information, methodological approaches to 
assessing the level of economic security are based on qualitative and quantitative parameters. Qualitative 
approaches are based on indicators, the list and methodology of which is determined by an expert involved 
in assessing economic security. Quantitative approaches (statistical, analytical, financial methods) are based 
on the calculation of indicators on the basis of information on the financial statements of the company, so 
their shortcomings are due to the static of the reporting data"5. 

V.V. Loyko assesses the level of economic security in the process of monitoring its state. "The process 
of monitoring the regulation of economic security of the enterprise consists of five main stages: 1) formation 
of the system of economic security at the enterprise; 2) assessing the state of economic security of the 
enterprise by the selected functional components; 3) assessing the ability to regulate the economic security 
of the enterprise; 4) development and implementation of tools for regulation of economic security of the 
enterprise, surveillance; 5) monitoring the implementation of the previous stages"6. 

Thus, a review of existing methodological approaches to assessing the level of economic security 
shows that, despite the lack of a unified universal approach, all the methods proposed by scientists are aimed 
to segment the economic security system into separate functional components, to assess their state and to 
calculate the final index with the further transformation of its quantitative value into a qualitative 
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characteristic of the security level. At the same time, the list of indicators of the level of the individual 
functional components of the economic security system, as well as the mechanisms for establishing and 
analyzing their values, remain the problems of diagnostics of the level of economic security of economic 
entities. In addition, the specificity of assessing the level of economic security of an industrial enterprise is 
the need to study the state of security of its production processes, environmental security, technical and 
technological component, which requires from the analyst deep knowledge of technological processes of such 
enterprises. Also problematic is the weighting of intermediate indicators in the resulting index. Only by an 
expert way can one determine what role in the general state of economic security of an industrial enterprise 
is played by one or another of its functional constituents. 

The assessment of the level of economic security of an industrial enterprise aims not only to specify 
the current state of protection of corporate resources from external and internal challenges and threats to their 
integrity and efficient use, but also to establish a list of potential dangers for the further development of the 
economic entity in the strategic perspective. That is why the strategy of ensuring economic security and the 
strategy of activity of industrial enterprise in a modern economic environment full of risks, competition, 
influence of globalization tendencies, which encourage the adherence to the new rules of the economic game, 
should take into account the goals of the security-oriented management of the business structure and provide 
for the financing of measures aimed at to avoid risks, minimize their number and adversely affect the financial 
and economic condition of the enterprise, its competitive position, positions in the market, reputation, etc. 

Conclusions. The study of methodological approaches to assessing the level of economic security of 
industrial enterprises has made possible the following important conclusions. 

1. Under the level of economic security of an industrial enterprise shall be understood such a state of 
protection of its corporate resources and organization of the processes of their use, which allows without 
significant risk of their loss to satisfy the economic interests of different stakeholders of the enterprise by the 
results of its financial and economic activities. 

2. It is advisable to evaluate the level of economic security of a particular industrial enterprise taking 
into account the specifics of its financial and economic activity, as well as its size, ownership, availability of 
personnel and financial potential, market place, etc. However, to form an internal system for assessing the 
level of economic security, it is necessary to have a universal methodological framework, the basic principles 
of the method of such diagnostics. Depending on the specific features of the enterprise's functioning, the 
weighted values of the indices of the individual components of economic security in the resultant indicator 
need to be varied, as well as to involve experts to perform certain types of analytical procedures. 
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